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Department of Health & Family Welfare, Government of Kerala

DISCLAIMER

The eHealth project is the project being implemented by the Department of Health & Family Welfare
(DHFW), Government of Kerala. This RFP is being issued by eHealth Project management Unit on
behalf of DHFW, GOVT. OF KERALA to seek bids from eligible entities for the eHealth solution

Whilst the information in this RFP has been prepared in good faith, it is not and does not purport to be
comprehensive or to have been independently verified. Neither DHFW, nor any of its officers or
employees, nor any of their advisers nor consultants accept any liability or responsibility for the accuracy,
reasonableness or completeness of, or for any errors, omissions or misstatements, negligent or otherwise,
relating to the proposed eHealth Project, or makes any representation or warranty, express or implied,
with respect to the information contained in this RFP or on which this RFP is based or with respect to any
written or oral information made or to be made available to any of the recipients or their professional
advisers and, so far as permitted by law and except in the case of fraudulent misrepresentation by the
party concerned, and liability therefore is hereby expressly disclaimed.

The information contained in this RFP is selective and is subject to updating, expansion, revision and
amendment at the sole discretion of DHFW. It does not, and does not purport to, contain all the
information that a recipient may require for the purposes for making a decision for participation in this
process. Neither DHFW nor any of its officers, employees nor any of its advisors nor consultants
undertakes to provide any Party with access to any additional information or to update the information in
this RFP or to correct any inaccuracies therein which may become apparent. Each Party must conduct its
own analysis of the information contained in this RFP, to correct any inaccuracies therein and is advised
to carry out its own investigation into the proposed eHealth Project, the regulatory regime which applies
thereto and by and all matters pertinent to the eHealth Project and to seek its own professional advice on
the legal, financial and regulatory consequences of entering into any agreement or arrangement relating to
the eHealth Project.

This RFP includes certain statements, estimates, projections, targets and forecasts with respect to the
eHealth Project. Such statements, estimates, projections, targets and forecasts reflect various assumptions
made by the management, officers and employees of eHealth, which (the assumptions and the base
information on which they are made) may or may not prove to be correct. No representation or warranty
is given as to the reasonableness of forecasts or the assumptions on which they may be based and nothing
in this RFP is, or should be relied on as, a promise, representation or warranty.

DHFW (on behalf of Govt. of Kerala) shall be the sole and final authority with respect to qualifying a
bidder through this RFP. The decision of DHFW in selecting the System Integrator (SI) who qualifies
through this RFP shall be final and DHFW reserves the right to reject any or all the bids without assigning
any reason. DHFW further reserves the right to negotiate with the selected agency to enhance the value
through this project and to create a more amicable environment for the smooth execution of the project.
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1 Glossary

1 CD Communicable Disease

2 CHC Community Health Centre

3 CSC Common Service Centre

4 DeitY Department of Electronics & Information Technology, Govt. of India.
5 DHFW Department of Health & Family Welfare

6 EHR Electronic Health Record

7 RFP Bid

8 HMIS Health Management Information System

9 IDSP Integrated Disease Surveillance Program

10 KMSCL | Kerala Medical Supplies Corporation Limited
11 KSWAN | Kerala State Wide Area Network

12 LEP Leprosy Specialty Hospital

13 LSGD Local Self Government Department

14 MCTS Mother and Child Tracking System

15 MSDG Mobile Service Delivery Gateway

16 NCD Non Communicable Disease

17 NOFN National Optical Fibre Network

18 PHC Primary Health Centre

19 RFP Request for Proposal

20 SCTIMST | Sree Chitra Tirunal Institute for Medical Sciences and Technology
21 SDC State Data Centre

22 SRDH State Resident Data Hub

23 TB Tuberculosis Specialty Hospital

24 TBC Tuberculosis Clinics

25 W&C Women & Child specialty Hospital
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2 Request for Proposal

The Department of Health & Family Welfare invites sealed tenders from eligible, reputed,
qualified entities for integrated eHealth solution covering the entire health sector of Kerala, as
detailed out in this RFP. This invitation to bid is open to all Bidders meeting the minimum
eligibility criteria as mentioned in Volume 5 of this RFP Document individually or as a
consortium.

3 Introduction

This eHealth project is being implemented by the Department of Health & Family Welfare,
Government of Kerala with the help of DeitY, Government of India to capture the demographic data,
automate hospital processes and bring all information into a centralized State Health Information
system through the network to ensure continuity in health care.

3.1 Kerala Healthcare scenario- a harbinger to the Nation:

Achievements of Kerala in Healthcare are considered exemplary in terms of common
healthcare indices employed to measure the ranking of states. In fact it is not only far above the
National Average but even comparable to the developed countries in the world.

At the same time the State is now believed to be in the Stage Ill of the epidemiologic
transition signified by the high incidence of life style diseases. Kerala has already emerged as the
Diabetes capital of India. The preponderance of risk factor of cardiovascular disease in Kerala is very
evident. The ICMR / WHO study on Non communicative disease risk factors estimate there are 8.72
million hypertensives in Kerala. The estimated number of diabetic is an astounding figure of 3.48
million. 52.1% of males and 61.4% of female populations has total cholesterol of > 200 mg/dl.”

Kerala State is a harbinger of what will happen in future to the rest of India in chronic non-
communicable diseases (NCD). These data may be considered to be strong indicator to prompt a
review of the strategy and devise a technology driven initiative to propel multi sectoral efforts to
lower the community burden of NCD risk factors in India in general, and in Kerala, in particular. For
example 80% of the heart attacks and other NCD can be prevented by appropriate management and
prevention strategies.

Optimal use of resources also calls for a proper evidence based management system. For this
data has to be collected from all the reporting units, analysed and put up to decision makers. Data has
to be collected at the source of generation and transmitted to a central location where it will be
analysed.

The High Level Expert Group constituted by the Planning Commission to envision the state
of health in India at the end of the twelfth plan have recommended that India move towards
Universal Health Care system. While the report does not detail the methodology of how this will be
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achieved universal coverage cannot be planned for unless there is a system to monitor if all the
persons in the country are covered by the proposed Essential Health Package. Provision of care from
different sources-government, private and not for profit- have to be coordinated. Financing will also
have to be pooled from central and state governments, insurance, welfare funds and private means.
Provision of Universal Health Care is impossible without a robust IT enabled management and
monitoring system.

The eHealth project envisions to create the digital infrastructure for putting in place the
Monitoring & Evaluation as well as a robust Management Information System for the health
department.

3.2 eHealth - Integrated Digital framework for healthcare:

The project envisages an effective IT enabled integrated framework to ensure efficient
service delivery to the common citizen and provide a centralized database of healthcare information
allowing close monitoring and control measures.

This will be a robust and sustainable IT solution supporting nearly 50,000 healthcare service
personnel consisting of Doctors, Paramedical and other non clinical staff at the Primary, Secondary
and Tertiary care centres maintained by the State Government. It shall also be scalable to include
private health care providers who agree to partner with government in the provision of RSBY or
Universal Health Care.

The ultimate vision is about building an Integrated Healthcare Cloud which will also be
shared by the private healthcare institutions/practitioners as well and thus will hold the complete
healthcare data about all the citizens in the state.

The main components of the framework are:

1. A Central Repository of Demographic Data, Public Health Data and Electronic Medical
Records pertaining to the State which will get dynamically updated. Each citizen record in
the demographic data repository will be uniquely identified which will be used by all the
services provided by eHealth Kerala.

2. Centralized Healthcare Information System with Central Electronic Medical Records (EMR)
Repository which has the functionalities of an Integrated Hospital Management System,
Disease Surveillance, Management Information System and Healthcare Planning.

3. A high Bandwidth reliable Network connecting all hospitals ( in Public Sector) in Kerala and
also linking them to Central Healthcare Data Repository and the Central Demographic Data
Repository

3.3 eHealth - Outcomes envisaged:
Patient friendly interface: The most important and visible outcome of this digital framework
is the creation of a patient friendly interface for the public healthcare institutions all over the state.

e-Health Project - Draft RFP Page 6



Department of Health & Family Welfare, Government of Kerala

Centralized Monitoring and Management: The systemic outcome is the availability of a
universal data base, dynamically updated, by which government can plan for and monitor the
provision of health care services which are accepted as part of the essential health care services. It
will enable the government to estimate the quantum and nature of services to be made available to
populations in unit areas and pool finances from different sources to deliver health care to the
population of Kerala. Scientific Supply Chain Management made possible through the framework
will optimise inventory management and ensure timely availability of medicines, equipments and
other stores.

Disease Surveillance: Availability of digital healthcare data centrally will provide a huge
impetus for the disease surveillance in the state. Real-time data from OP clinics will enable timely
alerts on outbreaks and Communicable diseases. Statistical reports from the Electronic Medical
Records (EMR) will provide valuable data on Non Communicable diseases and enable State to
proactively intervene to reduce the disease burden.

Demographic Data: The dynamically updated demographic data is perhaps most valuable
outcome of the project. This will provide accurate and complete information of the population of the
State. This database will not only provide the basis for healthcare planning but will be a treasure
house of information for various other departments such as Social Welfare, Education, Public
Distribution System, Census, Local Self Government etc.

Quality Control of Hospitals: A few Public sector Hospitals in the Sate are already accredited
under NABH standards. Department of Health Services and NRHM have jointly formed Kerala
Accreditation Standards for Hospitals (KASH). This accreditation is considered as a prelude to the
NABH accreditation. The eHealth system proposed shall be fully compliant with the requirements of
NABH and KASH in terms of creation and maintenance of Medical Records, maintenance of
required Registers, monitoring of performance indicators and the Information System Standards

Medical Research: Kerala has achieved remarkable progress in public healthcare as is evident
from the numerous healthcare indices. This achievement, hailed as unique by many observers, is the
outcome of dedicated service by a large group of highly motivated medical professionals in the state
over the past few decades. If this achievement is to be sustained, a much higher level of involvement
by the medical professionals is required. What is needed is a scientific analysis of the healthcare data
to monitor, identify and suggest corrective measures to maintain the health of a society which is fast
degenerating due to diseases often related to life style and demographic peculiarities. One example is
that of the occurrence of Pregnancy induced Diabetes (Gestational Diabetes) which has assumed
alarming proportions in the state. There is a high risk of these women developing Type Il Diabetes
Mellitus at a later age. Same is the case of ‘Pregnancy Induced Hypertension’ (PIH) where there is a
high possibility of them becoming hypertensive over a period of time. At present there is no way
these women can be traced and a follow up study can be conducted. Such study is very essential to
learn the after effects of these conditions on the women and evolve effective remedial measures. The
centralized database of EMR will provide an excellent opportunity for the Obstetricians to conduct
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scientific studies and come out with effective programmes to bring down the number of diabetic and
hypertensive women in the state. Another example is the case of babies born with Birth Asphyxia.
There is likelihood of mental retardation or delayed milestones in such babies. The State has already
initiated a meticulously planned School Health programme called “Minus two to Plus two” where
health record of every student is captured systematically starting from preschool period at defined
intervals and stored digitally. The centralized EMR can provide valuable information about such
babies to the Medical Professionals in charge of the School Health programme to keenly watch for
any symptom of delayed milestones. This will ensure that these precious babies are taken care right
from the early stage of schooling and brought back to the mainstream smoothly. Similarly
underweight babies are more likely to develop cardio vascular diseases in adult hood (Barker’s
hypothesis). Such babies could be tracked through childhood and morbidity avoided through early
interventions.

There are numerous possibilities to effectively use the centralized medical data and this could
be the real long term benefit to the society accrued from this project.

3.4 Implementation Strategy:
The project is planned to be implemented through a Primary System Integrator (PSI)and one
or more Rollout System Integrator(s) - (RSI).

In the first phase a Primary System Integrator will be selected. The important tasks of the
Primary System Integrator are to provide the eHealth Application including the System software,
carry out deployment of the Application at the Data Centre, DR Centre and the Institution Servers,
System Administration, Application Maintenance, Support for Training and Support for Handholding
at Institutions. The tasks of the Rollout System Integrator(s) are to provide the Hardware and
Bandwidth for the rollout and manage it for five years.

The present RfP is for the selection of the Primary System Integrator responsible for the
eHealth Application.

4 Introduction of Department:

The Department of Health and Family Welfare is the primary Government entity responsible
for Healthcare management in the state. The state has a very high level of penetration of healthcare
facilities. The department has been implementing various Central and State government programs
intended for improvement of healthcare of its citizens very efficiently and this is reflected in various
social and health indicators which are comparable to the western standards. Now the department has
also taken care to take IT implementation to the grass root level by providing one PC each down to
the PHC level. All field staffs are being trained to use computers. The Department is now all set to
take the IT implementation to the next level. The project is proposed to be implemented in Hospitals
and Clinics under the Director of Health Services and Medical Colleges and allied Institutions under
the Director of Medical Education in the Modern Medicine stream. This would cover all Sub Centres,
Primary Health Centres (PHC), Community Health Centres (CHC), Taluk Hospitals, District
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Hospitals, Specialty Government Hospitals, Government Medical College Hospitals and allied
institutions.
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4.1 Details on Healthcare Institutions
Details of the existing systems, practices and statistics of the are provided in VVolume 4 of this
RfP viz. "As-is Scenerio"

5 Scope of work of Primary System Integrator

5.1 Introduction:

eHealth is an ambitious initiative conceived with the objective of modernizing the Public
Healthcare domain in the state to ensure optimum use of resources. The success of this project will
contribute enormously in improving the lives of common man who depend on the Public Healthcare
institutions in the state. The Agency selected is expected to realise the importance and reciprocate the
same level of social responsibility as that of the Government while implementing the project.

eHealth is conceived as an end to end solution. The scope of work narrated here is indicative.
Healthcare domain is a wide canvas and it is probable that the scope may not explicitly mention all the
micro level components that are required for the success of this project. Any such missing links may be
got clarified before submitting the offer.
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5.2 Project Deliverables:

1. Provide the eHealth Application Software. The System shall be capable of being rolled
out to the entire State at the prescribed Service Levels and Performance criteria. The
Software Application shall have the following components:

a. Software Application for compilation of Existing Citizen Databases including
Aadhaar to create a Central Demographic Database for eHealth for the entire State
b. eHealth Application with Unlimited Enterprise level user Licenses.
This consists of four sub components:
1 Integrated Application deployed at Data Centre and DR Centre
1 Distributed lean Application deployed at Hospital Servers to manage
connectivity interruptions
1 Mobile Application deployed in the Hand Held Devices
{1 Health Portal for Public Access
c. System Software including OS, Middleware and RDBMS including Perpetual
Enterprise-wide Licenses if any for complete roll out

2. System Integration
This will include the following:

91 Deployment of the OS, RDMS and Application at the Data Centre and DR
Centre.

1 System Integration at the time of Roll out at Institutions. Hardware and
Connectivity for the Roll out will be responsibility of the Roll out System
Integrator who will be selected later after the Pilot Implementation

3. System Administrations for the Servers at the Data Centre and DR Centre. System
Administration is allowed only through remote access in both SDC and DRC. This can be
taken care of by a single team

4. Users Training

a. Preparation of Training materials such as Manuals and CDs

Printing of Manuals and Copying of CDs during Pilot Implementation
Training of Users at Institutions during Pilot Implementation
Create a demonstration set up during Rollout
Trainers Training for Rollout
Technical Advisory Support for Users Training on Application software during
Rollout
5. Training for Database Administration and System Administration
6. Handholding support for Software Application:

a. Software Application Support
Preparation of Training materials
Handholding at Institutions during Pilot.
Trainers Training for Rollout
Technical Advisory Support during Rollout

-~ ® o0 o
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f. Provide Call Centre Agents well versed in the Application for Application support

7. Recommend the minimum Hardware specifications at DC, DR and Institutions to ensure

SLA. Hardware recommendation should also give server sizing details (architecture,
platform, projected DB size over the next 5 years, expected concurrent users etc.).

5.3 Categorization of Institutions
For the sake of manageability Institutions covered under this project is categorised as
follows:

Institution Type Description
MCH Type 1 (Large) Trivandrum and Kozhikode MCH
MCH Type 2 Thrissur, Alappuzha and Kottayam MCH
Large Type 1 Hospitals with more than 500 beds
Large Type 2 Hospitals with 250 to 500 beds
Major Type 1 Hospitals with100 to 250 beds
Major Type 2 Hospitals with 50 to 100 beds
Medium Hospitals having upto 50 beds
Small No inpatients
PH Labs Public Health Labs
Administrative Administrative offices - DHS, DME, DMO

5.4 Hardware and Connectivity

Hardware and Connectivity for the Pilot Phase will be arranged by eHealth PMU.
Hardware and Connectivity for the Roll out Phase will be arranged through one or more Rollout
System integrators(s). The Primary System Integrator shall provide the minimum vendor neutral
specifications for the hardware and networking required for the rollouts. The server systems used
for the Pilot Phase will later be deployed for Training and testing purposes.

5.5 Intellectual Property Rights:

The role of the Agency selected is for providing the solution. Government of Kerala will have the
complete IP Rights of all Software Modules developed as part of the project with full rights to own,
modify and use within the State and for requirements of Government of Kerala.

The eHealth Project Management Unit will eventually take over the system completely and run it
by themselves. The Exit Management Plan shall include a meticulously planned handing over of the
entire project documentation including the source code. eHealth PMU is planning to deploy a group of
trained programmers who will take over the Application Software before the contract period ends. The
technical team will be a group with sufficient basic training and knowledge in the domain in
which they are deputed to operate.

IP Rights of OS and RDBMS are not included in the transfer of IP Rights.
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5.6 Database Administration

The Agency will not have access to the Production Database at any point of time and the
Database Administration will be carried out by the internal team right from beginning. Hence, the
responsibility of the Agency also include empowering a selected group of employees within the Public
Healthcare Domain to handle the entire gamut of activities related to maintaining the eHealth Database.
This is to ensure that the ownership of Healthcare data remains fully with the Department of Health &
Family Welfare, Government of Kerala.

The SI Agency shall train personnel selected by eHealth PMU to handle the Database
Administration. The Agency shall also deploy sufficient number of DBAs to support and
Handhold the DBAs provided by the eHealth PMU.

6 Brief Functional Requirements for eHealth Application

The solution seeks to achieve a set of objectives like increasing efficiency and effectiveness
of the functioning of the health sector in Kerala. The solution is proposed to be deployed in a Data
Centre centrally and the healthcare institutions are to be connected by way of a primary and
secondary connectivity through MPLS VPN. The proposed NoFN till Panchayat level may also
become part of this connectivity framework. The Field level health worker shall be given with
Handheld devices/Smart phones with GPRS/3G connectivity. The device will have a mobile
application to enter data and update the central database and in turn to receive the information, plans
& schedules.

The objective is to have a Universal healthcare system. This cannot be achieved without
having a robust IT enabled management and monitoring system. The envisaged eHealth project is an
integrated solution covering the entire health sector of Kerala including all the public healthcare
institutions and at a later stage the private healthcare institutes also. The data collected at all levels of
interaction with the system to be captured and linked together to form the State Health Information
System database in the Data Centre.

A very brief description of the major modules of the eHealth Application is given in this
document. Detailed functional Requirements Specifications for each module is given in Volume Il. A
diagrammatic depiction of the eHealth System is given below:
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Fig.1- Block diagram of eHealth Solution.

Following are the different components of the envisaged system:

6.1 ModuleforBui | di ng up Bdmograph&c Dalabdsd: z e n 6 s

The first task in the eHealth Project is to build up a Demographic Database of all citizens
across the state. This database will then be scaled up to build a digitized Family Health Register. The
demographic details available in databases such as Aadhaar, Socio Economic & Caste Census
(SECC), State Resident Data Hub (SRDH), Ration Card Database etc are proposed to be compiled to
create this basic Demographic Database for eHealth. This shall be verified & suitably updated by the
field level health worker using hand held devices to make comprehensive root level demographic and
public health data related to the entire household and the village. This will form a 'Digitised Family
Health Register'. This task of verification and updating is a continuous process.

The Primary System Integrator shall provide a Centralised Application to carry out the data
compilation and an Application software for the Hand Held Device to do the field survey,
verification and updating.
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Public Health (Non-Clinical) Module
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Fig.2- Block diagram of Public health Module

This module should take care of the field level, non-clinical activities in sub centers, primary

health centers, community health centers and Post-partum units of medical institutions. Field level
health worker at the sub centre maintain various registers manually to monitor with the health related
aspect of the citizens under the coverage area. The solution needs to take care of the following broad

activities

1 Application to be deployed in the Handheld Devices/Smartphone for the field level health
worker to facilitate the updation of the demographic data & health related information.

9 The health data generated should automatically flow into the other related systems like
MCTS, HMIS, IDSP etc.

1 Rationalization of the record keeping activities in the subcentre thus helping in field worker
to concentrate more on health related activities.

1 Seamless information flow between the field level and the centralized database for effective
recording of data, follow-up & monitoring mechanism.

1 Alert mechanisms for the follow-up/monitoring of the various health indicators.
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This would update the central database on a real time basis if connectivity is available. In
turn the system would also provide inputs based on the analysis of the overall data collected to the
health workers and assist them to plan field level activities & deliver services effectively to citizens.
If connectivity is not available at the time of the survey, then the Application in the Handheld Device
shall update the central database whenever connectivity becomes available.

6.3 IT enabled Integrated Hospital Management System (Clinical Module):
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Fig.3- Block diagram of Hospital Management Module clinical aspects

The project envisages end-to-end Information Management system automation in all
Government hospitals. This should cover all the operations of Registration, OP counter, OP
consultation, IP, Pharmacy, Stores, Blood Bank, Discharge etc. This shall create a reliable,
secure and dynamically updated database of medical information about citizens in the form of
Electronic Medical Record (EMR) and Electronic Health Record (EHR) so that continuity of
medical care is made easy. Authorized persons in any healthcare institution covered under this
project shall be able to get access to centralized database to provide continuity in healthcare
services to citizen. Fig. 3 is a Block diagram on clinical aspects.

This module should take care of the entire clinical and hospital management activities
carried out in the entire spectrum of healthcare institutions right across the Medical College
hospitals, District/Taluk/General Hospitals, PHC/CHC/Sub Centre and other specialized
institutions like RCC, TB Hospitals, Ophthalmic Hospital, Mental Health Hospital etc. The
Module should have the indicative features as given below
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Seamless workflow operations between the related sections.

Centralized web based application for the integrated clinical operation.

Patient data retrieved from the central database and subsequent updation.

Seamless integration with the relevant legacy systems.

Integrated finance module to handle all the financial transactions, fund utilization etc.

Resource allocation, Duty Roaster for clinical/non-clinical healthcare personnel.

Application should have the ability to have uninterrupted operation even during the brief

network outage.

1 Alert mechanisms to trigger the citizen or the concerned healthcare personnel based on
preset conditions.

9 Picture Archiving and Communication System (PACS)

= =4 4 -4 A8 A8 -9

6.4 Other Modules

Other Modules in the eHealth Application software are:
1 Maintenance Management

Procurement and Asset Management

General Administrative Module

Mail Messaging

GIS

= =4 4 A

6.5 Healthcare MIS system

One of the objectives of the project is to generate meaningful MIS reports from the real
time data collected. This Centralized data repository created by the system would be helpful in
the Non Communicable Disease control, Disease surveillance, Decision Support System, Alert
Mechanisms of SMS/E-mail to all concerned including citizen as the case may be.

6.6 eHealth Application shall be Cloud enabled.

The ultimate vision is about building an Integrated Healthcare Cloud which will also be
shared by the healthcare institutions other than those belonging to the Public sector as well. The
Application shall eventually be hosted in a Dedicated Cloud based architecture. Hospitals and
other healthcare institutions such as Clinical Laboratories etc belonging to both Public and
Private sector are proposed to be part of the system later in a SaaS model. There can be
different service models varying from fully subscribing to the eHealth platform to just sharing
the Discharge Summary from IPD as well as the daily Disease statistics from the OPD.

The technical requirements are narrated in Volume 2 Technical Specifications. The
Primary System Integrator will be responsible for deploying the system in a cloud based
environment during roll out. The Hardware and Connectivity infrastructure will be arranged
through Rollout System Integrators.
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6.7 Disaster Recovery
The Entire environment at disaster recovery site is planned to be maintained as a fully
working copy of Primary site.

In case of a disaster strike at primary data center, the DR site will take over and will start
functioning as the primary site. The goal of disaster recovery is to restore the system operations
in minimum possible time and with zero data loss so that the business processes are not affected
by the disaster. The RPO and RTO requirements are narrated in Volume 2 Technical
Specifications

The Software Application shall be compatible to these requirements. The Primary Sl
Agency shall be responsible to configure the Application to conform to the above requirements
during the Roll out Phase.

6.8 Call Centre

A 24x7 dedicated Call Centre will be established in Thiruvananthapuram during Rollout
to provide support for the eHealth Application Users including public who are using the web
portal. This support is only limited to the eHealth System and not for public health services as
such. The Call Centre physical infrastructure and management will be provided by the Roll out
agency which will be selected later. The Roll out SI Agency will also manage the Centralised
Help Desk and Call Centre.

The Primary Sl shall provide at least 10 personnel well versed in the Application to
support the Application users as Call Centre Agents for one year from the first field
implementation. After one year during which the system is expected to be stabilised and the
users become dexterous in using it, the number of Call Centre Agents for Application Support
can be reduced to 5 for the remaining period of the contract. The responsibilities of the Call
Centre Agents provided by the Primary SI Agency are twofold:

1. Remote hand holding of the Users of the Application.
2. Communicate Application related service calls to the Application Support Technical team
for resolving as per Service Level requirements prescribed in the RfP.

The Application Hand holding support include:
1. Provide 24x7 support to all Departmental Users of the eHealth System for carrying out
their functionalities
2. Provide 24x7 support to citizens who want to use the eHealth Web Portal effectively

6.9 Facility Management Service

It is planned to establish web based Centralised Facility Management Service in the
Rollout phase to monitor and ensure that the system is maintained with the prescribed level of
availability and performance level. The FMS web Application, to be provided by the Rollout
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System Integrator, allow the users in the Institutions to log all complaints online. After the
complaint is closed they will report the closure online. If the faults are not attended in time then
the system will automatically escalate the issue to higher levels and draw the attention of higher
authorities to the problem. The FMS system shall also compute the penalty for violating SLA
clauses on Availability and performance level quarterly. The Call Centre staff will be given
access to the FMS Application and can utilize the facility to provide necessary support

Like all Infrastructure providers, the Primary SI will also be enrolled to this system by
providing them log in. Incidents relating to the Primary Sl supported functionalities will thus be
recorded by the FMS system. Vendor responsibility of all violations of Service Levels of the Primary Sl
supported services will be fixed and Penalty evaluated using the FMS Application. This evaluated
Penalty evaluated will be deducted from the Milestone payments as per the contract conditions.

6.10 Training
The following different activities pertaining to training are to be handled during the project
execution.
1. Training for Application Users
2. Training for Handholding support
3. Training for Database Administrators, System Administrators and Programmers
4. Establishing a demo set up
The responsibilities of Primary System Integrator is described below under each head.

6.10.1 Training for Application Users

The SI agency now selected will be responsible for the training during the Pilot and the Rollout
phase.

6.10.1.1Training in Pilot Phase:

The complete training of Users in the Pilot Phase shall be carried out by the Primary
System Integrator. On-site part-time training is proposed to be provided to all categories of
employees in the Hospitals since hospital staff cannot be relieved for a whole day. Hands-on
training has to be provided for every user in all categories who are users of the system in all the
Institutions covered under the Pilot Phase. The training shall be a combination of demonstration
of each feature using Laptop and LCD projector followed by hands-on training using examples.
Schedule of training and detailed modalities of training during the Pilot phase will be decided by
the Primary SI Agency and eHealth PMU at the time of implementation

Primary SI Agency shall create training CDs explaining the menu options and navigation
for each Module along with printed Training Manuals and User manuals. There shall be Online
Help module as well. The training materials shall be prepared based on the training methodology
explained above covering all types of users. Some of the training materials may have to be
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created in Malayalam if required. All users in the Pilot Phase are to be provided with training
material pertaining to the modules they must be trained.

. The approximate number of users to be trained is as follows:

SI No Institution Nur_nbe_r of Use_rs Rer Total
Institutions | Institution | Users

1 Trivandrum Medical College 1 2500 2500

2 District Hospital 1 400 400

3 Taluk Hospital 3 125 375

4 CHC 2 50 100

5 PHC 3 25 75

6 Public Health Laboratory 1 50 50
Total | 3500

6.10.1.2Training during Rollout phases.

A centralized training server set up with all Modules of eHealth and the Web Portal shall
be established by the Primary SI Agency at the Data Centre before the roll out begins. The
Hardware and other infrastructure required for this will made available by the eHealth PMU.
During the on-site training the Users at the Institutions will log in to the training server at the
data Centre for hands on training through the MPLS VPN Connectivity and hardware provided
as part of the roll out.

The Application Software will have to be modified based on the User inputs during the
Pilot implementation. Primary SI Agency shall modify the training CDs, Training Manuals and
User manuals based on the new version. The Online Help module shall also be modified
accordingly. Printing of the Training and User manuals as well as creating multiple copies of
Training CDs for distribution will be arranged by eHealth PMU for the Roll out.

eHealth PMU will provide 5 trainers per District. The Primary Sl agency now selected
shall provide "Trainers Training' to these Trainers based on the Roll out Plan. eHealth PMU will
arrange the trainings either directly or through outsourcing. The Primary Sl agency shall prepare
the training schedule in consultation with the Heads of Institutions and the outsourced agency, if
engaged by the eHealth PMU, and provide Technical Advisory support for the training.

The PSI Agency would install a demo set up of eHealth Application and Web Portal and
provide access to the Call centre staff. The demo set up will enable the Call Centre Agents to
navigate through the Application and provide handholding support to users. The infrastructure
required for the demo set up will be provided by eHealth PMU.
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6.10.1.3Zonal Training Centres

There will be three Zonal Training Centres to carry out refresher trainings regularly to the
new recruits and to those who require refresher trainings. These centres will also function as a
meeting place for users of the system to interact and provide recommendation for continuous
improvement of the system which is an important requirement of 1SO 27001 Information
Security standard.

The Primary SI Agency shall provide two trainers each for the three Zonal Training
centres. The space and infrastructure for locating these centres will be identified and provided by
eHealth PMU. The Administration of these centres will be managed by the State Institute of
Health and Family Welfare. Application Trainers provided by the Primary System Integrators in
the Zonal Training centre shall be available immediately after the pilot implementation is
completed in the selected institutions and shall continue for two years during the period of
contract.

6.10.2 Training for DBAs, System Administrators and Programmers:

Government of Kerala will have the complete IP Rights of all Software Modules
developed as part of the project. The eHealth Project Management Unit will eventually take over
the system completely and run it by themselves. The Agency will not have access to the
Production Database at any point of time and the Database Administration will be carried out by
the internal team right from beginning. Hence, the responsibility of the Agency also include
empowering a selected group of employees within the Public Healthcare Domain to handle the
entire gamut of activities related to maintaining the eHealth system such as Database
Administration from beginning as well as System Administration and Software maintenance at
a later stage.

eHealth PMU will select technical personnel to take over the eHealth System as per a
well defined Exit Management Plan. The technical team will be a group with sufficient basic
training and knowledge in the domain in which they are directed to operate. The Primary Sl
Agency shall train personnel selected by eHealth PMU to handle the Database Administration,
System Administration and Software maintenance.

With proper documentation of the software Application and systematic training the
programmers selected shall be empowered to handle the software maintenance. Similarly
technicians shall be trained to function as DBAs and System Administrators so that the Database
Administration can be carried out by an internal team right from beginning and System
Administration as part of the Exit management. The team will be selected and made available
sufficiently early so that they will be engaged in the Development process and Database
Administration right from beginning. All the infrastructure required for the training will be
provided by eHealth PMU.
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The Technical proposal shall contain a detailed plan for the above trainings. The
milestone payments will be linked to successful completion of these trainings.

6.11 Handholding Support
6.11.1 Hand Holding support during Pilot implementation

Trained persons is to be positioned in all Hospitals to hand hold the users during the
initial stage of implementation viz. three months after implementation in each institution during
Pilot phase. If required the services of these persons will be continued with funds from the
Hospital Management Committee.

These persons shall be trained on trouble shooting with respect to the Application usage
and administration of the Lean Distributed Application, Server OS and DBMS in local
institutions. Primary System Integrator shall prepare necessary training material and provide
Training for these persons. The number of trained personnel to be deployed at each institution
during the Pilot phase is as follows:

Handholding .
Sl Institution Nur.nbe.r of at Reception Handholding Total
No Institutions App. Users
Counter

1 Trivandrum Medical College 1 6 10 16
2 District Hospital 1 2 3 5
3 Taluk Hospital 3 1 2 9
4 CHC 2 1 1 4
5 PHC 3 1 1 6
6 Public Health Laboratory 1 1 1 2

Total 42

6.11.2 Hand Holding support during Rollout

It will be the responsibility of the Primary System Integrator to provide Trainers training
for handholding personnel during Rollout. Primary System Integrator shall modify the training
materials based on the new version of the Application and provide Trainers training for 5
Trainers per District for the Rollout phase. Primary System Integrator shall also provide
necessary Technical Advisory support for these persons deployed for hand holding throughout
the contract period as per requirement.

6.12 Standards

The proposed eHealth Application shall be built based on the EHR/EMR and MDDS
Standards of Ministry of Health and Family Welfare, Government of India. The Integrated
Solution should be based on web based multi-tiered Service oriented Architecture (SOA) model.
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The Application shall also conform to the requirements of Information System as per NABH
Quality standards.

6.13 Challenges & Solution Design

Though the project envisages the solution to be deployed with redundant connectivity
across the healthcare institutions, there can be a situation when even the redundancy fails. The
solution should be capable of running the critical functionalities even without the connectivity so
as to get sync with the central database upon restoration of the connectivity. The critical
operations including the workflow at the respective healthcare institution should not get
hampered due to the brief period of connection failure.

The proposed solution should be designed in such a way that all the healthcare personnel
including doctors should be able to use the system themselves. Generally the doctor gets minimal
time for patient interaction, solution should facilitate easier diagnosis & prescription
methodology without compromising on the patient care. The solution should have features to
enhance the patient safety and quality of service.

6.14 Process Re-engineering

This project is intended to bring about sweeping changes in the Healthcare System in the
state. The entire gamut of activities related to the domain starting from Service Delivery through
a rural sub centre to the functioning of highest echelons of Healthcare Administration will
undergo fundamental changes. This will obviously necessitate Process Re-engineering at every
level.

The Process Re-engineering required at each functional level is to be assessed by the
Agency as part of the System Requirement Study. The proposals for the recommended Process
Re-engineering shall be submitted time to time and this will be approved within a mutually
agreed timeframe. The detailed SRS for each functional area shall be prepared and submitted
based on the Process flow approved in the Re-engineering phase.

7 Rollout Phase

After the successful completion of the Pilot Implementation the Rollout will carried out
and completed in a systematic manner. The Tasks proposed to be completed in the rollout phase
is narrated below. This narration is basically for information as far as the Primary SI Agency is
concerned. The Primary SI Agency will provide the necessary support for the rollout phase. The
specific roles of the Primary SI Agency in the tasks are described below.

7.1 Wide Area Networking

Wide Area Networking is proposed to be established during the roll out, linking all the
Institutions covered under the project to the Data Centre and Disaster Recovery Centre. Usage of
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MPLS VPN has been envisaged as primary and secondary communication media for creating a
secured network in an Active-Active mode.

The Primary SI Agency shall evaluate the Bandwidth requirements and provide the detailed
vendor neutral specifications and recommendations regarding the WAN to ensure delivery of the
prescribed Service Levels for the Application. WAN will be established by the Rollout Agency selected
later.

7.2 Hardware and Local Area Networking

The Rollout Agency which will be selected later shall supply install and maintain the
Hardware for the Data Centre, DR Centre, Institutions and Local Area Networking.

Primary SI Agency shall provide vendor neutral minimum specifications for the
Hardware and LAN so that the Service Levels can be maintained for the Application.
Deployment of the eHealth Application OS and RDBMS at the DC and DR Centre during
Rollout will be the responsibility of the Primary System Integrator. Deployment of the Local
Application component in the Institution servers will also be the responsibility of the Primary Sl
Agency.

eHealth PMU has already conducted a pre-implementation survey to assess the actual
hardware and LAN requirements at each location in Trivandrum District and documented the
actual Hardware requirements, LAN Diagram etc. This survey was conducted by M/s Keltron. A
similar survey is being arranged by eHealth PMU through M/s Keltron in all the remaining 13
Districts. M/s Keltron is also proposed to be entrusted with the task of supervising, measuring
and certifying the successful completion of the Rollout on behalf of the eHealth PMU. The
Primary SI Agency shall provide necessary advisory inputs to accomplish this task. Such
assistance does not include manpower for conducting the survey.

7.3 Implementation of ISMS as per 1SO 27001

eHealth PMU intend to implement ISMS at Data Centre and one Taluk level or District

level Hospital. Development and deployment of the eHealth Application shall conform to the
requirements of ISO 27001. The Rollout Agency selected later will be responsible for
implementation of the ISMS and certification. The responsibility of the Rollout Agency include:

1. Carry out Risk Analysis

2. Create Policies, Procedures and Work Instructions and design all forms for keeping
records
Create complete Documentation on ISMS
Assist the Implementation of ISMS
Carry out Internal Audits for two years after Implementation
Arrange for External ISMS Audit and obtain Certification
Train an internal team to carry out internal ISMS Audits

No ok
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The Rollout Agency shall be required to carry out Internal Audits for two years after
Implementation. They shall train an internal team to carry out internal ISMS Audits and involve
the internal team in the Audit during these two years so that they will be able to carry out ISMS
audits after the contract period of the Agency ends.

The Rollout Agency shall be responsible for obtaining Certification within 18 months of
implementation. The Rollout Agency shall arrange for ISMS Certification Audit through a
reputed Certifying agency.

The Primary Sl Agency shall responsible for making the eHealth Application ISMS
compliant and Certification ready as per the recommendations of the ISMS auditors.

7.4 Generator and Electrical Wiring
It is proposed to create a separate electrical circuit for the IT Load. This is being done to

ensure that the IT Load is powered through a generator in case of Power failure. The purpose is
to ensure high level of availability for the IT System even in remote locations where power
failures can be frequent. Generator and Electrical wiring will be the responsibility of the Rollout
Agency selected later.

Most of the offices have separate electrical connection in each building. Normally, when
there is Power supply from the Utility (KSEB) the IT load will be powered using this. When
there is a power outage the IT Load will have to be isolated from the mains and connected to the
generator manually. For this there shall be a change over switch in each building. A tentative
schematic diagram explaining the above configuration and Technical Specification are given in
below:

E-HELTH KERALA PROJECT

Electrical Schematic Diagram for Health Care Institutions
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The responsibility of the Rollout Agency includes:

1 Provide separate Electrical wiring for IT Load

9 Supply and Install Generator with capacity to Power the IT Load

9 Warranty for three years with continued AMC for next two years

1 Stock sufficient quantity of Diesel at each location. The cost of Diesel actually used

will be reimbursed quarterly
The wiring requirements, generator capacity and technical specifications will be finalized

during the Infrastructure survey planned in the institutions. The Primary SI Agency shall
provide necessary technical and data inputs for finalizing the requirements.

8 Change Management in the State Public Health Scenario

The changes brought about by this system are going to be fundamental. There is going to
be a great deal of Process Re-engineering as well. The public healthcare system will undergo
unprecedented transformation and the will no more have the old and archaic ambience. This will
become possible only if the Doctors, Para Medical Staff, other employees, the private sector and
all other stake holders are ready to accept the change and adopt the new vibrant environment.
This could possibly be the single largest challenge in implementing the project. Hence Change
management is one area which was seriously considered and effort is made address each and
every nuances of the issue starting from the Application Development to post-implementation
hand holding. There will be a dedicated unit headed by a Manager in PMU to closely monitor the
Change Management Process.

8.1 Creating Public awareness:

The Public, who is a major beneficiary of the system, will be made aware of the
imminent changes through press briefings and announcements by Government. This is all the
more important when the demographic survey is taking place. Just before the introduction of the
new system an awareness campaign may be planned through news paper advertisements,
Hoardings, posters etc. This is planned to be done by the eHealth PMU. However the Agency
shall provide necessary information and data to organise this campaign.

8.2 Sensitising Private Sector:

Private hospitals has to be informed well in advance regarding the new reporting
requirements. It is planned to conduct sensitisation workshops to familiarise the Private
Hospitals and Clinical Laboratories with the new standards being implemented at the
Government level. They will be encouraged to adopt to the new standard and modify their
systems to enable smooth information exchange with the new system once the system in
government has stabilised. In this case also the Agency shall provide necessary information and
data to organise this campaign.
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8.3 Incremental stages of transition:

The main strategy of the Change management is to reduce the resistance to change
through small incremental stages of transition. Different stages of implementation are described
below. This is intended as indicative strategy and can be changed based on the actual
requirements at site during implementation

8.3.1 Stage 1:
Many of the hospitals in government sector are either over crowded or understaffed. In the first
stage only those modules that will eliminate the drudgery in the routine functions of the doctor
and paramedical staff may be introduced. These modules will bring some order and discipline to
the Hospital Administration. This may include the following modules / functionalities:

1. OP Counter Registration

2. Pharmacy

3. Laboratory

4. IP Registration

5. Ward Census Module

8.3.2 Stage 2:

In the next stage following functionalities can be added
1. Patient Discharge Process
2. Prescription of Drugs
3. Ordering investigations

8.3.3 Stage 3:
As the Doctors get used to the new system they will be encouraged to Use IP Clinical Module
and start entering Past History, Symptoms and Diagnosis in of the In-patients.

8.3.4 Stage 4:
In the last stage complete functionalities of the OP Clinical module will be added and the
implementation will be total.

9 Infrastructure and Resources to be Provided by the Primary S | Agency

The Agency shall establish sufficient infrastructure at State and District Levels to
implement the project. The minimum infrastructure requirement is described in this section. The
Agency may deploy higher level infrastructure as per their assessment to carry out the project.

9.1 State Level Administrative Office:

The Primary S | Agency shall establish an Administrative Office in Thiruvananthapuram
which will form the single point of contact with respect to all matters relating to the Contract and
management of this project. This office shall also be responsible for organising the trainings and
providing hand holding support during the contract period.
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The Primary S | Agency will assign a Project Head supported by Project Managers who
will provide the management interface facility and has the responsibility for managing the
complete service delivery during the contractual arrangement between eHealth PMU and the
Agency. Project Head will be responsible for preparation and delivery of all monthly/weekly
reports as well as all invoicing relating to the service being delivered. Project Head’s
responsibilities should essentially cover the following:

1. Overall responsibility for delivery of the Statement of Work/s (SOW) and Service Level
Agreement (SLA).

2. Act as a primary interface to eHealth PMU for all matters that can affect the baseline,

schedule and cost of the services project.

Maintain project communications through eHealth PMU’s Project Leader.

Provide strategic and tactical recommendations in relation to technology related issues

Provide escalation to FMS Agency’s senior management if required

Resolve deviations from the phased project plan.

Conduct regularly scheduled project status meetings.

Review and administer the Project Change Control Procedure with eHealth PMU Project

Leader.

9. Identify and resolve problems and issues together with eHealth PMU Project Leader.

10. Responsible for preparation and delivery of all monthly reports as well as all invoicing
relating to the services being delivered

©ONo kW

Periodic Meetings will be held to manage the following aspects of the project. Key personnel
should attend those meetings on their own cost.
1 Mutually Agreed Changes in Contract
Service Delivery Management
Relationship Management
Contract Administration
Ongoing Risk Assessment and Management
Performance Review

= =4 4 -8

9.2 Development Centre:

Application Development will adopt the Agile Programming methods where in the
Developer and the User will both be involved fully throughout the development life cycle. A
group of Doctors, Paramedical and administrative staff selected from various wings of the Health
Department will closely work with the Development team of the Agency. They shall be part of
the Application Development process from the early stage. This group is expected to own up the
system and propagate among their colleagues.

This larger group will consist of small sub groups (core groups) handpicked from every
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specialty. These core groups will meet very frequently and evaluate the system under
development. This group will also discuss and finalise the re-engineering required at each step.
Each incremental stages of the Application shall be demonstrated before the core groups and
these future users will become familiar with the system as it gets developed. There will be
occasional meetings of the entire Functional Support Group where the integration aspects among
specialties will be discussed and finalized.

The members of the Functional Support Group will be the evangelists. They will be
encouraged to make presentations and discuss about the System being developed in all possible
professional forums during the development phase. This will help to get maximum participation
of the medical community and very valuable inputs

The Agency shall establish a Development Centre in Thiruvananthapuram to carry out
the development or customisation of the eHealth Software Application as described above. It is
mandatory that the key Developers from each module are stationed in this centre and mange the
Development process.

The Centre shall have a minimum of 20 seats and all the infrastructure to manage the
Development process as described. The centre can be scaled down to a bare minimum after the
Development phase is over if desired so by the Agency. During support time it is needed to have
a team of at least 3 developers to serve in immediate requests that may arise in due course.

10 Key Personnel

The Bid shall clearly specify the key personnel who will be working fulltime in the
project. This is a very important input for the Bid evaluation. The evaluation of the resources is
limited to the key personnel, who would work on the project full time.

The bidder shall make available all the resources identified as Key personnel for the
project.

In case a resource become unavailable due to reasons beyond the control of the bidder
then the bidder has to provide replacement resource that score at least the same marks as the
resource proposed originally on the same evaluation parameters defined in this RFP document.

10.1 Positions identified for Key personnel

Bidder must provide the team structure and the resumes of key profiles within each team
responsible for the management of this project in the format provided in the RfP. Bidder shall
submit CVs of key personnel whom they are engaging fulltime to manage the following
functional areas.
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Project Management Team
Domain Experts in Public Health / Non Clinical Module

Domain Experts in Hospital Management System / Clinical Module
Change Management Experts

Training Experts

Solution Architects

System Analysts

Programmer Team Leaders

System Administration

Database Administration

All key personnel shall have a minimum of 10 years experience in the relevant field.

There shall be at least two key persons in each team. Scanned copies of the CVs signed by the
candidate themselves shall be submitted in the prescribed formats.

A separate list giving the names of key personnel from among the submitted CVs who

will be stationed in Trivandrum shall be provided.

10.2 Initial Composition; Full Time Obligation; Continuity of Personnel

Agency shall ensure that each Key Person devotes substantial working time to perform
the services to which that person has been assigned as per the proposal.

. Agency shall use commercially reasonable efforts to ensure it retains the services of its

Key Personnel, including provisioning of competitive compensation, benefits and other
conditions to its Key Personnel so as to incentivize them to remain in Agency’s
employment.

Agency shall not make any changes to the composition of the Key Personnel and not
require or request any Key Person to cease or reduce his or her involvement in the
provision of the Services during the Term or agree to any request other than from DHFW
that would have the same effect, unless that person resigns, is terminated for cause, dies,
is long-term disabled, is on permitted mandatory leave under Applicable Law or retires.

10.3 Evaluations

Agency shall carry out an evaluation of the performance of each member of the Key
Personnel team in connection with the Services at least once in each Contract Year.
Agency shall provide reasonable written notice to eHealth PMU of the date of each
evaluation of each member of the Key Personnel and eHealth PMU shall be entitled to
provide the Agency with input for each such evaluation.

Agency shall promptly provide the results of each evaluation to eHealth PMU, subject to

. Applicable Law.
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10.4 Replacement

a. In case the resource has resigned then the Agency has to inform within one week of such
resignation.

b. Agency shall promptly initiate a search for a replacement and use commercially
reasonable efforts (including the expenditure of reasonable sums, such as to engage the
services of a recruiting firm) to ensure that the role of any member of the Key Personnel
is not vacant for any longer than 30 days, subject to reasonable extensions requested by
Agency of Nodal Agency

c. Before assigning any replacement member of the Key Personnel to the provision of the
Services, Agency shall provide eHealth PMU with:

I. resume, curriculum vitae and any other information about the candidate that is
reasonably requested by eHealth PMU and
ii. An opportunity to interview the candidate.

d. The Agency has to provide replacement resource who score at least the same marks as
the resource proposed originally on the same evaluation parameters defined in this RFP
document. Once this is confirmation, eHealth PMU shall conduct an interview of the
candidate and notify Agency within ten days after its interview or if eHealth PMU does
not request an interview within ten working days after Agency has provided the
information, then it would be deemed as accepted.

e. If eHealth PMU does object to the appointment, Agency shall not assign the individual to
that position and shall seek an alternative candidate in accordance with this Section.

f. The Agency has to ensure at least 4 weeks of overlap period in such replacements

10.5 High Attrition

a. If in the first 6 month period from the Contract Effective Date or in any rolling 12 months
period during the Term, 15 percent or more of the members of the Key Personnel cease
or reduce their involvement in the Services for any reason other than with DHFW’s prior
written consent, Agency shall:

i. provide eHealth PMU with a reasonably detailed explanation as to the reasons for
such change, including, where applicable and permitted, notes from any exit
interviews conducted by eHealth PMU with any departing member of the Key
Personnel; and

ii. if such change to Key Personnel has or is likely to have any material adverse
impact on the provision of the Services or any substantial part thereof, undertake,
at its own costs, such remediation acts as are reasonably necessary in order to
improve the retention of the Key Personnel including making reasonable changes
to the human resources policies and procedures applicable to the Key Personnel
including those related to compensation, benefits and other conditions so that
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they are competitive with the market as may be necessary to ensure that such
policies and procedures comply with Good Industry Practice.

10.6 Solicitation of Employees

During the Termination Period and thereafter, eHealth PMU and its Affiliates shall have the
right to solicit and hire:

I. In case of a termination for convenience, any 5 members of the Key Personnel; and

ii. In case of a termination other than for convenience, all members of the Key Personnel;
plus, in each case, any five members of the Agency Team other than Key Personnel of
eHealth PMU's choice and at its sole discretion.

11 eHealth T Administrative and Technical Frame work
eHealth will have the following Administrative and Technical Infrastructure under the
Department of Health & Family Welfare for implementing the project.

11.1 Project Management Unit (PMU):

There is a Project Management Unit for managing the Implementation of the project. The
PMU is headed by an Executive Director and is directly under the Department of Health &
Family Welfare (DHFW).

11.2 Central Control Unit:

There will be a Central Control Unit in Trivandrum after the Application is hosted at
Data Centre. This Unit will consist of Technical persons. The CCU will be directly under the
control of the eHealth PMU and will be involved in the System and Database Management of
eHealth.

12 Implementation Schedule:

The project is envisaged to be implemented in two or three phases. However the phasing may
change based on availability of funds. These present phasing plans are described below

12.1 Pilot Phase:

Pilot Phase will be implemented in a few selected institutions in Trivandrum District. This
district is predominantly Urban and semi urban which includes the Capital City. There is also a
Medical College which is partially computerised. The integration from Sub Centre to the Tertiary
Care Unit can be tested in this District.

The following institutions are proposed in the Pilot Phase. All institutions proposed are in
Trivandrum District.
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Trivandrum Medical College

One District Hospital

Three Taluk Hospitals

5 Primary Health Units (PHC/CHC)
Public Health Laboratory, Trivandrum
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12.2 First Roll out Phase:

In the First rollout phase, all the remaining institution in Trivandrum District and all institutions
the following six Districts with typical demographic pattern will be covered. This region also has
one more Medical College in Alleppey.

Kollam
Alleppey
Idukki
Ernakulam
Kasargod

1 Malappuram
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12.3 Second Roll out Phase:
In the final phase the system will be rolled out to the remaining seven Districts in the state. With
this the whole state will be covered under eHealth.
9 Pathanamthitta
Kottayam
Thrissur
Palakkad
Kozhikode
Wynad
Kannur
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The responsibilities of the Primary System Integrator Agency now selected through this RfP
during the First and Second Roll out phases are already described in this RfP in detail

13 Timelines

13.1 Indicative Schedule

The most important activity in this pahse is the Software Application Development. The
timelines prescribed for this is as follows:

T = Date of Signing of Agreement with System Integrator (SI)

.. ) Proposed
Component Activity/ Process Indicator . P .
Timelines
Application Development | Resource Mobilization by SI and Kick start T + 2 Weeks
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and customization

System Study, preparation of SRS & Design

T + 2 Months
documents, use cases, etc.
Appllca_tlon_ Development and Configuration or T + 6 Months
Customization
Audit, Testing & certification of application T + 8 Months
Training of Users T + 9 Months

Pilot Run in selected institutions

T + 12 Months

Application customization for Roll out phase 1
(Taking inputs from the pilot experience)

T + 14 Months

Acceptance testing, audit and certification of new
version

T + 16 Months

Training of Users,
Handholding and Call
Centre Management and
Application Support
during Rollout Phase

Rollout Phase 1 Start

T + 18 Months

Rollout Phase 1 End

T + 30 Months

Rollout Phase 2 Start

T + 24 Months

Rollout Phase 2 End

T + 36 Months

Application Support

Start of Maintenance phase of eHealth System

T + 12 Months

End of Maintenance phase of eHealth System

T + 60 Months

Centre Management
during Maintenance Phase
(After the Rollout)

Start of Call Centre Management during
Maintenance phase of eHealth System (After t

T + 36 Months

End of Call Centre Management during
Maintenance phase of eHealth System

T + 60 Months

13.2 Indicative List of Documentations to be Provided during Implementation:
1. Overall Project Plan and schedules

Test Plans

© oo N Ok N

[l S S T
W N RO

Recommended WAN Architecture
. Recommended Hardware Specifications in Data Centre and DR Centre
. Recommended Local Area Network Architecture and Specification
. Recommended Hardware Specifications in
. Change over strategy documentations for State and Central Healthcare programmes such

as HMIS, MCTS, IDSP etc
14. Change Management and Capacity Building strategy Document
15. Overall Change Management Plan (eHealth System Implementation)

Application Development/ Configuration / Customization / Extension Documentation
Requirements Traceability Matrix

Refined Functional Requirements Specification

Systems Requirement Specification

Design Document (High Level Design and Low Level Design)
Software Application - Coding documentation
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16. Content for Change Management including Awareness and Communications Program

17. Overall Capacity Building Plan and District-wise Training Schedule and Curriculum

18. Training Material

19. Minimum specifications for Hardware, LAN and WAN to meet the SLA

20. District-wise Roll-out / Implementation Plans
Primary SI Agency shall submit the Overall Project Plan and schedules within two weeks of
signing the contract. This plan should also contain the timelines of submitting the remaining
documentations. Milestone payments will be subject submission of these documents in time.

14 SLA

14.1 Service Level Agreement (SLA)
The contractor shall have to sign a detailed Service Level Agreement (SLA) immediately on
commissioning of the eHealth System and before the starting of functioning of the system.

14.2 Service Levels
This SLA document provides for minimum level of services required as per contractual
obligations based on performance indicators and measurements thereof. The Sl shall ensure
provisioning of all required services, while monitoring the performance of the same, to
effectively comply with the performance levels mentioned below. The services provided by the
Sl shall be reviewed by the eHealth PMU, which will:
A Regularly check performance of the Sl against this SLA
A Discuss escalated problems, new issues and matters still outstanding for resolution
A Review statistics related to rectification of outstanding faults and agreed changes
A Obtain suggestions for changes to improve the service levels
The SLAs have been logically segregated in the following categories:
Application Development related Service Levels
Training and Capacity Building related Service Levels
Software Application Support related Service Levels
Software Application Availability related Service Levels
Software Application Performance related Service Levels
6. Service Levels related to Handholding at Institutions
14.3 Application Development Related Service Levels

ok~

.. Deduction/Action on Violation of Service level
Activity

agreement
Mobilisation by Sl and Kickstart Letter of Warning
System Study, preparation of SRS & Design | Rs. 10,000/week or part thereof for two weeks
documents after due date

Rs. 20,000/week or part thereof beyond two
weeks after due date
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Subject to maximum of 10% of the respective
Milestone Payment

Application Development and Configuration
or Customization

Rs. 20,000/week or part thereof for two weeks
after due date

Rs. 50,000/week or part thereof beyond two
weeks after due date

Subject to maximum of 10% of the Milestone
Payment for Completion of Testing and
Certification

Acceptance & Testing for application for
Pilot Phase

To be arranged by eHealth PMU

Audit and certification

To be arranged by eHealth PMU

Pilot implementation in selected institutions

Rs. 10,000/week or part thereof for two weeks
after due date

Rs. 20,000/week or part thereof beyond two
weeks after due date

Subject to maximum of 10% of the respective
Milestone Payment

Application customization (Taking inputs from the
pilot experience)

Rs. 20,000/week or part thereof for two weeks
after due date

Rs. 50,000/week or part thereof beyond two
weeks after due date

Subject to maximum of 10% of the Milestone
Payment for 'Acceptance testing, audit and
certification of new version'

Acceptance testing, audit and certification
of new version

To be arranged by eHealth PMU

14.4 Training and Capacity Building related Service Levels
Training materials shall be prepared and Trainings of 90% of Trainers should be completed
before Roll out begins. The feedback form should be collected from all trainees, which will be
verified by eHealth PMU for satisfactory completion of training. Penalty for non compliance is
as follows (Non compliance means not completing 90% of training as described above):

Activity

Deduction/Action on Violation of Service
level agreement

Training before Go-live at each Institution

Rs. 1,00,000/week or part thereof for two
weeks after due date
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Rs. 5,00,000/week or part thereof beyond two
weeks after due date; subject to maximum of
10% of the Milestone Payment for ' Go-Live in

the Rollout Phase 1'

14.5 Software Application Support related Service Levels
This service level will be monitored on a monthly basis. The tables below gives details on the
Service Levels the SI should maintain and the penalty for violation.

Level of Defects

Description

Service Level

Penalty

Level 1 Defects.

The failure to fix has
an immediate impact
on Healthcare
personnel’s ability to
provide services,
inability to perform
critical  back-office
functions or a direct
impact on the
organization

Level 1 defects shall
be resolved within 4
business hours from
the time of reporting
full details.

Rs 40,000 for every 4
hours or part thereof
beyond the allowed time
in the SLA, subject to a
maximum of 10% of the
respective Milestone
Payment

Level 2 Defects

The failure to fix has
an impact on
Healthcare

personnel’s ability to
provide services,
while not immediate,
can cause service to
degrade if not

resolved within
reasonable time
frames.

Level 2 defects shall
be resolved within 72
hours from the time of
reporting full details.

Rs 20,000 for every 24
hours or part thereof
beyond the allowed time
in the SLA subject to a
maximum of 8% of the
respective Milestone
Payment

Level 3 Defects

The failure to fix has
no direct impact on
Healthcare
personnel’s ability to
provide services,, or
perform critical back-
office functions

Level 3 defects shall
be resolved within
120 hours from the
time of reporting full
details

Rs 10,000 for every 24
hours or part thereof;
subject to a maximum
of 5 % of the respective
Milestone Payment

Level 4 Defects

Failure to Update the

Level 3 defects shall

Less than 5 unresolved
violations - Rs 10,000
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documentation of the
design, modifications,
enhancements, and
defect-fixes.

This service level will
be measured on a
quarterly basis. Each
instance  of  non-
meeting this service
level will be treated as

be resolved within 4
weeks from the time
of reporting.

per week or part thereof

5 or more unresolved
violations - Rs 20,000
per week or part thereof;
subject to a maximum
of 5 % of the respective
Milestone Payment

one violation.

14.6 Software Application Availability related Service levels:
The prescribed availability for each Application module and the penalty for non compliance are

given below:
Total Permitted
Permitted Down
SLLNo | Functional Modules / Items .DOV\.m Tl.me at Penalty
Timeina single
quarter instance
In Hours | of failure
Acceptable Service level for Availability - Level 1 (Critical)

1 Centralised Hospital 3 30 1% of the contract Value of
Management System minutes | the Component for every 30
Offline Hospital Management 30 minutes beyond the
2 Module at MCH and Large 3 minutes | permitted downtime; subject
3 I!)r:_sltll\t/lutldor:s 10 1H to a maximum of 10% of the
odure our contract value of respective
3 IAM Module 3 30 Module
minutes
Acceptable Service level for Availability - Level 2 (High)
4 Finance Module 24 1 Hour
5 HR Module 24 1 Hour .
: Procurement and Asset o L Hour 0.8% of the contract Value
Management Module of the Component for every
Maintenance Management 1 hour be_y ond the_permltted
7 Module 24 1 Hour downtime ; subject to a
8 Web Portal 20 [ ThHour | el of respectve
9 Offline Hospital Management 24 1 Hour Module
Module at Small Institutions
10 Centralised PH Module 24 1 Hour
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Acceptable Service level for Availability - Level 3 (Medium)

11 MIS Module 48 8 Hours

0.6% of the contract Value
of the Component for every
8 hour beyond the
permitted downtime ; subject
12 HHD and Application 48 8 Hours to a maximum of 6 % of the
contract value of respective

Module

Simultaneous failure of Centralised Hospital Management System and the Offline Hospital
Management Module at Institutions will be considered as a non compliance and penalty will be
charged for the Offline Hospital Management Module at the local institution for entire period of
non availability of the system.

14.7 Software Application Performance Related Service Levels:

The proposed solution should be appropriately sized and should meet the following service
levels on query of central repository. The response time shall be measured based on the response
from the servers locally and shall not take into account the network latency. These queries are
common queries that will be used in most outpatient and in-patient scenarios.

Query Definition Response time
Simple query is defined as query of a single
document or a level 1 clinical information (
Single result, single medication) without any
. associated level 2 ( Associated hospital, lab
Simple Query ( P 3 seconds or less

where test is performed, prescriber) information
For example :
For Patient x, last lipid profile test results
Last prescription for medications for patient x

Medium Complex

Medium complex query is multiple documents
of a single patient over last 6 months of
outpatient encounters or single in-patient
episode ( Level 1 Information only)

For example:

Last admission for patient x in hospital Y all lab
results
All Medications prescribed to patient x in last
admission
All consultations for Patient x since last 6
months

5 Seconds or less
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Complex

Single episode all details with multiple levels or
Multiple encounters with level 2 information
For example :

Get all lab and medication details along with
the ordering physician and lab details for
patient x for last admission
Get all test results of HbA1C conducted on
patient x since last 3 years and ordering
physician
Last admission for patient x in hospital Y all lab
results with ordering physician details
All Medications prescribed to patient x in last
admission with ordering physician details

8 seconds or less

When violation of Service Levels with respect to Web page Response Time is reported this shall
be rectified within 48 hours. Penalty for non rectification will be computed as follows.

Penalty in Rs per

Ii(ln Type of Institution day or part thereof
per site

PHC 200
CHC 300
Taluk Hospital, PH Lab 500
District  Hospital, General Hospital, 1000
Specialty Hospital
Medical College 2000

14.8 Service Levels related to Handholding at Institutions
Training materials shall be prepared and Trainings of 90% of Trainers should be completed
before Roll out begins. The feedback form should be collected from all trainees, which will be
verified by eHealth PMU for satisfactory completion of training. Penalty for non compliance is
as follows (Non compliance means not completing 90% of training as described above):

Activity Deduction/Action on Violation of Service

level agreement

Training before Go-live at each Institution

Rs. 1,00,000/week or part thereof for two
weeks after due date

Rs. 5,00,000/week or part thereof beyond two
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weeks after due date; subject to maximum of
10% of the Milestone Payment for ' Go-Live in
the Rollout Phase 1'

14.9 Maximum Penalty

Cumulative Penalty for violation of various Service Levels as described above during the period
will be deducted from the subsequent Milestone Payments. Maximum cumulative Penalty for
violation of various Service Levels thus deducted from the Milestone payment will be limited to
30% of the respective Milestone payment.

14.10 Web based system for Reporting:

The Rollout SI Agency will provide a web based system for reporting faults and breakdowns
with facility to record closure of calls both by eHealth PMU Engineer in charge and Vendor's
Engineer. SLA penalty will be based on this system logs. Until this Web based FMS is in place
the SLA penalty for the Pilot Phase will be calculated manually.

14.11 Manpower requirements as per SLA:

The Agency shall deploy sufficient manpower suitably qualified and experienced in shifts to
meet the SLA. Agency shall appoint as many team members as deemed fit by them, to meet the
time Schedule and SLA requirements.

The list of persons intended to be engaged for the maintenance as per SLA shall be submitted
well before the commencement of the SLA. The persons deployed can be withdrawn if required
by the contractor after providing a replacement with equal or better qualifications and experience
with prior intimation to eHealth PMU

15 Acceptance Testing and Certification

The primary goal of Acceptance Testing and Certification is to ensure that the Project (including
all the project components as discussed in the scope of work) meets requirements, standards,
specifications and performance, by ensuring that the following are associated with clear,
quantifiable metrics for accountability:

1. Functional requirements

Security

Performance

Conformance with EHR standards

Project Documentation (Design, development, configuration, training and
administration manuals etc)

ok~ wn
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15.1 Functional Requirements Review:

The solution developed/customized by selected Bidder shall be reviewed and verified for
conformance with the Functional Requirements signed-off between the DHFW and the selected
Bidder. All gaps, identified shall be addressed by the vendor immediately prior to Go-live of the
solution. One of the key inputs for this testing shall be the traceability matrix to be developed by
the vendor for the solution. Apart from Traceability Matrix, agency may develop its own testing
plans for validation of compliance of system against the defined requirements. The acceptance
testing with respect to the functional requirements shall be performed by independent third party
agency (external audit) as well as the select internal department users (User Acceptance Testing)
and system has to satisfy both third party acceptance testing and internal user acceptance testing,
upon which the system shall go-live.

For conducting the User Acceptance Testing, DHFW/ The Department shall identify the
employees from respective divisions, who are familiar with the functionalities automated through
the project. The system, during the functional requirements review, shall necessarily satisfy the
user acceptance testing process.

The functional requirements review will be arranged by eHealth PMU and the cost of carrying
out the review will be borne by eHealth PMU.
15.2 Security Review:
The software developed/customized shall be audited by the agency from a security and controls
perspective. Following are the broad activities to be performed by the Agency as part of Security
Review. The security review shall subject the solution to at least the following activities.
1. Assessment and Audit of Application security features and mechanisms
2. Assessment of authentication mechanism provided in the application
/components/modules
3. Assessment of data encryption mechanisms implemented for the solution. Data
encryption mechanisms should be accessed on the Key management practices adopted, as
key management is the integral part for any of the security infrastructure where
encryption is involved.
4. Assessment of data access privileges, retention periods and archival mechanisms.
5. Assessment of Application Security mechanisms. Application Security mechanisms
should be accessed in compliance with the IT Act 2000, 2008 Amendment and IT rules
2011, such that it maintains data/information
a. Integrity
b. Confidentiality
c. Non-repudiation
6. Security mechanisms should be accessed in compliance with the latest Guidelines by
Controller of Certifying authority (CCA),IT Act, 1ISO27001
The security review shall be carried out by an independent agency empanelled by CERT-IN
after obtaining concurrence from eHealth PMU. The review shall be carried out in the production
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environment before the first rollout begins. Cost of Security Review by a CERT-IN accredited
third party shall be borne by the Agency.

In case the roll out is delayed due to reasons not attributable to the Primary SI Agency the
Performance review may be conducted in a simulated environment for Milestone payments.

15.3 Performance Review:

Performance is another key requirement for the project and the agency shall review the
performance of the deployed solution against the key parameters defined in SLA. Such
parameters include request-response time, work-flow processing time, concurrent sessions
supported by the system etc. The performance review also include Disaster Recovery process
and verification of scalability provisioned in the solution for catering to the project requirements.

The Performance review shall be carried out by Agency through a third party empanelled by
CERT-IN immediately after each roll out phase. Milestone payments after each roll out will be
based on the Performance Review results conforming the Service Levels prescribed.

In case the roll out is delayed due to reasons not attributable to the Primary SI Agency the
Performance review may be conducted using automated tools in a simulated environment for
Milestone payments.

Cost of Performance Review by a CERT-IN accredited third party shall be borne by the Agency.
The CERT-IN accredited third party to carry out the Performance Review shall be selected with
the concurrence of eHealth PMU.

15.4 Conformance with EHR Standards:

Government of India has published EHE/EMR and Meta Data and Data Standards (MDDS).
Government of India has also indicated a plan to establish a process to verify the compliance of
these standards with regard to all EHR/EMR systems being implemented now on. The eHealth
system implemented in the State shall be subject to such a conformance review as and when
Government of India establishes a review mechanism. In the event of any delay in the
establishment of a review mechanism by Government of India eHealth PMU may endeavor to
have a conformance review carried out on its own. In that case, the Milestone payments will be
subject to obtaining a certificate of conformance.

The PSI shall make the system available for the verification. The cost of carrying out the
verification will be borne by the eHealth PMU.
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15.5 Project Documentation:

A third party Agency shall review the project documents developed by the selected Bidder
including requirements, design, source code, installation, training and administration manuals,
version control etc.

Any issues/gaps identified by the Agency, in any of the above areas, shall be addressed to the
complete satisfaction of eHealth PMU.

The third party Project Documentation review will be arranged by eHealth PMU before each roll
out and the cost will be borne by eHealth PMU.
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